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Background

Confidential Containers
Run unmodified container workloads in TEEs
Seamless integration with Kubernetes

Encrypted or signed container images
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The Elephant in the Room

We're a bit handwavy about attestation services
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The Elephant in the Room

We're a bit handwavy about attestation services
What do you do with an attestation evidence?
Who do you send it to?

How do we talk to relying parties?

Will it support my attestation evidence?

What is this attestation result that | might get back?
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Trustee

Under the Confidential Containers project - No dependencies to it
Open source, vendor agnostic attestation service
Simple, open and documented HTTPS-based protocol

Pluggable architecture

Support for any vendor generated attestation evidence (SNP, TDX, CCA, etc)
Support for different verifier backends (CoCo, Veraison, etc)

Open, cloud native format for policies
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. : /auth
Attestation Service KBS
Challenge
- : Evidence Attestation (nonce)
Verifier Drivers B
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Attestation Protocol - POST /auth

| Attester | | KBS |

| |

| iPOST /kbs/v0/authi—>|

I iHeader: No Cookie i i

| |Body: Request | |

| : ' |

| Bap s |

I< !Response! =

| iHeader: "Set-Cookie kbs—session—id=123"i |

| |Body: Challenge | |

| |
TEE Request (Request Payload) KBS Response (Challenge Payload)
Protocol version ttestation challenge

Nonce

Optional extra params , .
HTTP Cookie session identifier
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Attestation Protocol - POST /attest

1
| Attester | | KBS |
L

I I

[ 1
|POST /kbs/ve/attest|—— >
| 1

| 1
|Header: "Cookie kbs-session-id=123"|

|Body: Attestation |
| |

T
< |Response|
| ]

[ 1
|Header: "Set-Cookie kbs-session-id=123"|

|Body: Attestation Results Token |
L |

I I
I I
I I
I I
I I
I I
v v

TEE Request (Attestation Payload) KBS Response (Attestation Token Payload)

Ephemeral public key (tee_pubkey) | JWT

Registered and custom claims
. . Custom claims
Attestation Evidence (nonced) Attestation evaluation

AS endorsed key
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Trustee Attestation Token

Header
typ : JWT
alg : RS384

Payload

exp

iss D

nbf

jti

Customized Claims (runtime data, init data) ]

Policy ID list (string array) 1

Reference Value Data Map

‘ evaluation report (structure array) I

’ TCB Status (Serialized evidence original content) ‘

jwk (JSON Web Key Format, Include certificate)

Evaluation Report

i policy id
policy Hash 3
OPA Output

TCB Status
“<tee_type>.<evidence_field_name>”: <field_content>

! RSA Public Key JWK

Public key components i

| x5ulx5c: X.509 Certificate



Attestation Protocol - GET /resource

| At:ester | !_K?S_!
iGET /kbs/v0/<resource_id>i—>
iHeader: Authorization Bearer i
!Body: N/A !
< !Response!
iHeader: No Cookie i
| !Body: Response ! |
TEE Request (No Payload) KBS Response (Response Payload)
HTTP Authorization Bearer JWE
Attestation Results token Ciphertext (Resource)

Encrypted key (with the tee_pubkey)
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Background Check

Trustee is the Relying Party

Trustee is the Verifier
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Passport

Verifier
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KBS is a simple proxy
TEE gets an attestation token
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Passport

Verifier

KBS is a simple proxy
TEE gets an attestation token

Relying Party
KBS verifies the attestation result
KBS releases resources/secrets
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Opens References

Reference Values provisioning Trustee
Attestation token format Attestation Protocol
InitData Trustee Verifier Framework
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https://github.com/confidential-containers/trustee
https://github.com/confidential-containers/trustee/blob/main/kbs/docs/kbs_attestation_protocol.md
https://github.com/confidential-containers/trustee/tree/main/attestation-service

