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Background

Confidential Containers

Run unmodified container workloads in TEEs

Seamless integration with Kubernetes

Encrypted or signed container images
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The Elephant in the Room

We’re a bit handwavy about attestation services



The Elephant in the Room

We’re a bit handwavy about attestation services

What do you do with an attestation evidence?

Who do you send it to?

How do we talk to relying parties?

Will it support my attestation evidence?

What is this attestation result that I might get back?



Trustee
Under the Confidential Containers project - No dependencies to it

Open source, vendor agnostic attestation service

Simple, open and documented HTTPS-based protocol

Pluggable architecture

Support for any vendor generated attestation evidence (SNP, TDX, CCA, etc)
Support for different verifier backends (CoCo, Veraison, etc)

Open, cloud native format for policies
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Attestation Protocol - POST /auth

Protocol version

Optional extra params

Attestation challenge
Nonce

HTTP Cookie session identifier

TEE Request (Request Payload) KBS Response (Challenge Payload)



Attestation Protocol - POST /attest

Ephemeral public key (tee_pubkey)

Attestation Evidence (nonced)

JWT
Registered and custom claims
Custom claims

Attestation evaluation
AS endorsed key

TEE Request (Attestation Payload) KBS Response (Attestation Token Payload)



Trustee Attestation Token



Attestation Protocol - GET /resource

HTTP Authorization Bearer
Attestation Results token

JWE
Ciphertext (Resource)
Encrypted key (with the tee_pubkey)

TEE Request (No Payload) KBS Response (Response Payload)



Trustee is the Relying Party

Trustee is the Verifier
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Trustee TEE/auth
Challenge 
(nonce)

/attest 
(Evidence)

Attestation
Token (JWT)

HTTPS API

Resource 
data

Passport

/resource
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Trustee HTTPS API
KBS

Attestation 
Service

KBS (Proxy)Verifier
KBS is a simple proxy
TEE gets an attestation token

Relying Party
KBS verifies the attestation result
KBS releases resources/secrets
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