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Lots of TEEs, but not so much choice ...
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TEE ISA Implementation TEE Type Integration

Intel SGX x86-64 complex core enclave libOS / wrapper

Intel TDX x86-64 complex core VM standalone

AMD SVM x86-64 complex core + PSP VM standalone

Arm CCA Armv9 complex core VM standalone

Sanctum RISC-V core + mitigation enclave libOS / wrapper

Sancus TI MSP430 simple core enclave / module ???
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Problems with Current TEE Implementations 

• TEE and ISA cannot be chosen independently 

• TEE implementation deeply integrated in core microarchitecture 

• TEEs lack "good" integration with system software
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The Case for Modular TEEs
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What is a Trusted Execution Environment?
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App App

What is your state? + NONCE

SigK{ NONCE, 
 Hash(App), 
 "App by AppSoft", 

   "Version1.1", 
   ... }

Root-of-Trust

App

x

x
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Six Concerns for TEE Design and Implementation

• Computation 

• Measurement 

• Root of Trust 

• Isolation 

• Management 

• Environment
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App App

What is your state? + NONCE

SigK{ NONCE, 
 Hash(App), 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Breaking up TEE Design and Implementation
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Modularize TEE Design and Implementation
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Management

Compute

Root-of-Trust

Measurement

Isolation

Environment

Towards Modular Trusted Execution Environments, 
Carsten Weinhold, Nils Asmussen, Diana Göhringer, Michael Roitzsch, 

6th Workshop on System Software for Trusted Execution (SysTEX), 2023
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Secure Communication between TEEs
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Six Concerns for TEE Design and Implementation

• Computation 

• Measurement 

• Root of Trust 

• Isolation 

• Management 

• Environment
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App App

What is your state? + NONCE

SigK{ NONCE, 
 Hash(App), 
 "App by AppSoft", 

   "Version1.1", 
   ... }

App

x

x

Root-of-Trust

+ Communication
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Secure Communication between TEEs
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App App

Root-of-Trust

Transport Layer Security (TLS)

✓
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ClientHello

ServerHello

Certificate Request

Handshake: Transport Layer Security (TLS)
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ClientHello

ServerHello

Certificate Request

Handshake: Remote Attestation (RA)
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Attestation Request

Attestation Request

Quote

Quote
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Handshake: TLS+RA
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ClientHello + 
AttestationRequest

ServerHello

+ Quote

CertificateRequest & 
AttestationRequest

+ Quote
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RA piggy-backed in TLS message extensions
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AttestationRequest

Quote

AttestationRequest

Extension 1 
Extension 2 

…

ClientHello

Certificate

Certificate Request

TLS Message

RATLS: Integrating Transport Layer Security with Remote Attestation, 
Robert Walther, Carsten Weinhold, Michael Roitzsch, 
4th Workshop on Cloud Security and Privacy (Cloud S&P), 2022

Using Attestation in Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS), 
Hannes Tschofenig, Yaron Sheffer, Paul Howard, Ionuț Mihalcea, Yogesh Deshpande, 
Arto Niemi, Thomas Fossati, 
IETF Draft, last updated 2024-03-19, 
https://datatracker.ietf.org/doc/draft-fossati-tls-attestation/
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Combining TLS and RA
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No added 
round trips

No added 
encryption

Prevents 
Relay Attacks

Independent 
failure

Independent 
deployment

HTTPA ✓ ✓ ✓

Platform Certificate ✓ ✓ ✓

RA-TLS ✓ ✓ ✓

RA-TLS with CA ✓ ✓

Extending TLS ✓ ✓ ✓

RATLS ✓ ✓ ✓ ✓

Trusted Channels ✓ ✓ ✓ ✓

TLS+RA ✓ ✓ ✓ ✓ ✓



Barkhausen Institut

Relay Attacks
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App App

Root-of-Trust

Heartbleed

TLS Private KeyTLS Private Key 
(clone)

🤷

Evil Software Evil Peer

Useless Attestation

Compromising TLS "breaks" Attestation, too!
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Combining TLS and RA
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No added 
round trips

No added 
encryption

Prevents 
Relay Attacks

Independent 
failure

Independent 
deployment

HTTPA ✓ ✓ ✓

Platform Certificate ✓ ✓ ✓

RA-TLS ✓ ✓ ✓

RA-TLS with CA ✓ ✓

Extending TLS ✓ ✓ ✓

RATLS ✓ ✓ ✓ ✓

Trusted Channels ✓ ✓ ✓ ✓

TLS+RA ✓ ✓ ✓ ✓ ✓
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NONCERA

TLS+RA: DHE Shared Secret and Handshake Transcript
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ClientHello 
(NONCETLS, DHEClient, ...)

ServerHello 
(DHEServer, ...)

Certificate

Transcript hash: 
H( 

                          )

Linking hash: 
H( 

                           
     DHE)

Ephemeral Diffie-Hellman Key Exchange:

Client: DHE := DHEClient_private • DHEServer

Server: DHE := DHEServer_private • DHEClient



Barkhausen Institut

TLS+RA: Additive Security
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Verifying Peer Attesting Peer

nonces
+

DHE

nonces
+

DHE

Endpoint ID TEE state

TLS private key

signs transcript 

hash

attestation 

report includes 

linking hash

DHE agreement
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Combining TLS and RA
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No added 
round trips

No added 
encryption

Prevents 
Relay Attacks

Independent 
failure

Independent 
deployment

HTTPA ✓ ✓ ✓

Platform Certificate ✓ ✓ ✓

RA-TLS ✓ ✓ ✓

RA-TLS with CA ✓ ✓

Extending TLS ✓ ✓ ✓

RATLS ✓ ✓ ✓ ✓

Trusted Channels ✓ ✓ ✓ ✓

TLS+RA ✓ ✓ ✓ ✓ ✓
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TLS+RA: Performance

25

TLS	baseline
TLS+RA	messages
generate	report
verify	report

H
an
d
sh
ak
e	
L
at
en
cy
	(
m
s)

25

50

75

100

300
325

SEV fTPM dTPM

0.010.020.02

TLS	baseline
TLS+RA
nested	channels

T
h
ro

u
g
h
p
u
t	
(G

iB
/s

)

0

0.5

1

1.5

2

SEV fTPM dTPM



Barkhausen Institut

Summary

• TEEs should be modular 

• TLS+RA is modular, too: 

• Message extensions 

• Independent of root-of-trust 

• Independent deployment 

• Independent failure 

• TLS+RA provides additive security
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