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Basics of the protocol

• Very lightweight and interactive, could be used in IoT context

• hash function
• one-way function

• common for every OTP protocol

• verification of the current protocol state in a future state

• output is indistinguishable from random oracle

• XOR
• replaces encryption

• information-theoretically secure (!)

• could mask values temporarily
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Registration
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Authentication
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Tool: AVISPA*
(Automated Validation of Internet Security Protocols and Applications)

* http://www.avispa-project.org
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User role parameters and values
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User role states
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User role states
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Server role parameters and values
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Server role states
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Server role states
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Session role
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Environment role
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Goals
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