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Heap-Allocated Data Structures

Programs often use dynamic data on the heap: h
ead —>{ : > : > NULL
@ Linked lists, trees, graphs, ...

@ Accessed via pointers or references. A linked list

@ Flexible: their structure and size can change

during runtime. c
8)
©)
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Heap-Allocated Data Structures

Programs often use dynamic data on the heap: head _)@_) @ NULL

@ Linked lists, trees, graphs, ...
@ Accessed via pointers or references. A linked list

@ Flexible: their structure and size can change

during runtime. a

Challenging for verification:

@ Prone to memory-safety errors in languages e e
that are not memory safe (e.g., C, C++).

@ Potentially unbounded sizes. ° e

@ Properties to verify are often quantified. A tree
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Properties of Interest

Functional Correctness
@ The list is sorted.

@ The maximum value in the tree is 3.

Memory Safety head *@-’ @ NULL

@ No invalid pointer accesses n
@ No memory leaks

@ No double-freeing of memory e e

4
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Relation to WG3 Objectives

@ Automatic verification of programs with heaps
(which requires the automatic inference of program invariants).

@ Implement the approach in a verification tool and compare it to other approaches
used in SV-COMP.
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Program Transformations

Program transformation is a hot topic these days; many advocate using an inter-
active system to transform a problem description into an efficient program through
a series of such transformations.
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Program Transformations

Program transformation is a hot topic these days; many advocate using an inter-
active system to transform a problem description into an efficient program through
a series of such transformations.

— David Gries, The Science of Programming, 1981
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Program Transformations in This Work

Goal: Transform a program (+ specification) p into another program p’ that is easier for
automatic verification.
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Program Transformations in This Work

Goal: Transform a program (+ specification) p into another program p’ that is easier for
automatic verification.

Soundness of a program transformation

p'is safe = pis safe.
(or: pis unsafe — p’ is unsafe.)
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Program Transformations in This Work

Goal: Transform a program (+ specification) p into another program p’ that is easier for
automatic verification.

Soundness of a program transformation

p'is safe = pis safe.
(or: pis unsafe — p’ is unsafe.)

Completeness of a program transformation
pis safe — p' is safe.
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Verification Using Constrained Horn Clauses (CHCs)

‘ CHG g ‘ CHC solver
Program & specs ————— Seé‘::oe;N > CHCs (ELDARICA,
‘ ’ ‘ GOLEM, ...)

SAFE UNSAFE
(+ solution) (+ counterexample)

Zafer Esen Sound and Complete Invariant-Based Heap Encodings 17 September 2025 7/29



Encoding of programs using CHCs

int x = *;
whlle (x > 0){

} ;

assert(x == 0);

akr o=

[m] = - =
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Encoding of programs using CHCs

11lint x =

2 |while (x > o .
3 X—=;

4 }

5 as.sert(x == 0);

[m] = - =
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Encoding of programs using CHCs

X——,

0

assert(x ==

ar~r oD =

int x = *;“I

while (x > 0 {

);

h(x)
IQ(X)
/1 (X — 1)
l3(x)
false

+— true
— h(x)Ax>0
— h(x)
— I1(x)
— h(x)

AX#0
A X # 0.

1, b, Iz are uninterpreted predicates (i.e., program invariants).

Zafer Esen Sound and Complete Invariant-Based Heap Encodings

17 September 2025

8/29



Encoding of programs using CHCs

11int x = | :true
2 |while (x > (h:x>0)
3 X——]
I3:X:0
5 Tassert(x == 0);

h(x)
l(x)
/1 (X — 1)
h(x)
false

+— true
— h(x)Ax>0
— h(x)
— I1(x)
— h(x)

AX#0
A X # 0.

1, b, Iz are uninterpreted predicates (i.e., program invariants).

A CHC solver (ELDARICA, GOLEM, SPACER, ...) tries to compute a solution. ..
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Encoding of programs using CHCs

1]int x = |k :true L(x) + true

2 |while(x > (hL:x>0 h(x) —h(x)Ax>0

2 |while (x >l x>0 oy T
l:x=0 h(x) — hi(x)AXx #0

5Tassert(x == 0); false +— K(x) A x #0.

1, b, Iz are uninterpreted predicates (i.e., program invariants).

A CHC solver (ELDARICA, GOLEM, SPACER, ...) tries to compute a solution...

... or fails and provides a counterexample trace to false: e.g., any trace starting with x < 0
at 1.

Counterexample: true — I1(—1) X0, I3(—1) X2, false

Zafer Esen Sound and Complete Invariant-Based Heap Encodings 17 September 2025 8/29



Constrained Horn Clauses

A constrained Horn clause (CHC) in predicate logic is the formula:

Head Body
AN %
H <« CAByA...NB,

Zafer Esen Sound and Complete Invariant-Based Heap Encodings 17 September 2025 9/29



Constrained Horn Clauses

A constrained Horn clause (CHC) in predicate logic is the formula:

Head Body
AN %
H < CABiA...ANB,

Vx.(h(x) < li(x) A x> 0)
Often written in Prolog:

I2(x) :- I1(x), x> 0.
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Handling Programs with Heaps

Array-based encodings

Sy

Program ‘ Invariant-based encodings J CHE
with heap ‘ " S

__

Other encodings
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Handling Programs with Heaps Using the Theory of Heaps

Program | ‘|
with Heap I (Theory of Heaps, TmCERA)'l CHCs + Heaps
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Transformations for Heap Reasoning

Program 1
with Heap J (Theory of Heaps, TRICERA)

Y

( CHCs + Heaps

L

[m] = = =
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Transformations for Heap Reasoning

Program ‘ J
with Heap (Theory of Heaps, TRlCERA)" Gl - Heais

CHCs
(Standard Theories)
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Transformations for Heap Reasoning

Program ‘ ‘
. » CHCs + Heaps
with Heap (Theory of Heaps, TRICERA) ‘ P
\\ Space Invariants
\\ (sound & complete)
(s:\% A
U~ g
KNGS CHCs + Heaps +
AN Heap Invariants
Oy~ ’)g
EN
o@ \\
K
CHCs

(Standard Theories)
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Transformations for Heap Reasoning

Program ‘ ‘
. » CHCs + Heaps
with Heap (Theory of Heaps, TRICERA) ‘ P
\\ Space Invariants
.o (sound & complete)
(s:\% \
O(/ A o@
KNGS CHCs + Heaps +
AN Heap Invariants
O~ ’)g
% N |
o’é A ! .
N Delete heap constraints
AN (sound & ihcomplete)
4 Y
CHCs

(Standard Theories)
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Space / Heap Invariants — An Example

1|typedef struct Node {

2 int data;

3 struct Nodex next;

4|} Node;

5

6| void main() {

7| Nodex a = NULL: a — NULL
8 while () {

9 Node* t = new Node(3, a);
10

11 a=t;

12| 1

13 while (a) {

14 Node n = *a;

15

16 assert(n.data == 3);

17 a = n.next;

18 }

191}
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Space / Heap Invariants — An Example

1|typedef struct Node {
2 int data;
3 struct Node* next;
4|} Node;
5
6| void main() {
7| Nodes a = NULL; a "@_) NULL
8 while () {
9 Node* t = new Node(3, a);
10
11 a=t;
12 }
13 while (a) {
14 Node n = *a;
15
16 assert(n.data == 3);
17 a = n.next;
18 }
191}
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Space / Heap Invariants — An Example

a % NULL

1|typedef struct Node {
2 int data;
3 struct Nodex next;
4|} Node;
5
6| void main() {
7 Node* a = NULL;
8 while () {
9 Node* t = new Node(3, a);
10
11 a=t;
12 }
13 while (a) {
14 Node n = =*a;
15
16 assert(n.data == 3);
17 a = n.next;
18 }
191}
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Space / Heap Invariants — An Example

©CoONOORAWN =

typedef struct Node {
int data;
struct Nodex next;
} Node;
void main() {
Node* a = NULL;
while () {
Node* t = new Node(3, a);
a=t,;
}
while (a) {
Node n = *a;
assert(n.data == 3);
a = n.next,
}
}
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Space / Heap Invariants — An

©CoONOORAWN =

Example

typedef struct Node {

int data;
struct Nodex next;
} Node;
void main() {
Node* a = NULL;
while () {
Node* t = new Node(3, a);
a=t,;
}
while (a) {
Node n = *a;
assert(n.data == 3);
a = n.next,
}

Invariant:
Every Node reachable from a con-
tains 3.
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Space / Heap Invariants — An

©CoONOORAWN =

Example

typedef struct Node {
int data;
struct Nodex next;
} Node;
void main() {
Node* a = NULL;
while () {
Node* t = new Node(3, a);
assert(I(t, Node(3, a)));
a=t,;
}
while (a) {
Node n = *a;
assume(I(a, n));
assert(n.data == 3);
a = n.next,
}
}
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Space / Heap Invariants — An

1|typedef struct Node {
2 int data;
3 struct Node* next;
4|} Node;
5
6| void main() {
7 Node * a = NULL;
8 while (x) {
9 Node* t = new Node(3, a);
10 assert (t—>data == 3);
11 a=t;
12 } H —
13| wnite (a) { Invariant /(a, n) =
14 Node n = *a;
15 assume(n.data == 3);
16 assert(n.data == 3);
17 a = n.next;
18 }
191}
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A more challenging example
Based on the SV-COMP benchmark simple_and_skiplist_21vl-1.c

1|void main(int N) {
2 Node rhead = malloc(sizeof (Node));
3 Node *cur = head;
4
5 for (int i = 0; i < N; i++) {
6 cur—>next = malloc(sizeof (Node));
7 cur->data = 2;
8 cur = cur—>next;
91 1}
10 cur->data = 3; cur->next = NULL;
11
12 cur = head;
13 while (cur != NULL) {
14 if (cur->next != NULL)
15 assert (cur—>data == 2);
16 else
17 assert (cur—>data == 3);
18 cur = cur—->next;
19 }
20|}
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A more challenging example
Based on the SV-COMP benchmark simple_and_skiplist_21vl-1.c

1|void main(int N) {
2 Node rhead = malloc(sizeof (Node));
3 Node *cur = head;
4
5 for (int i = 0; i < N; i++) {
6 cur—>next = malloc(sizeof (Node));
7 cur—>data = 2;
8 cur = cur—>next;
91 1}
10 cur->data = 3; cur->next = NULL;
11
12 cur = head;
13 while (cur != NULL) {
14 if (cur->next != NULL)
15 assert (cur—>data == 2);
16 else
17 assert (cur—>data == 3);
18 cur = cur—->next;
19 }
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Sound and Complete Invariant-Based Heap Encodings

Program ‘ ‘
. » CHCs + Heaps
with Heap (Theory of Heaps, TRICERA) ‘ P
\\ Space Invariants
.o (sound & complete)
(s:\% \
O(/ A o@
KNGS CHCs + Heaps +
AN Heap Invariants
O~ ’)g
% N |
o’é A ! .
N Delete heap constraints
AN (sound & ihcomplete)
4 Y
CHCs

(Standard Theories)
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Sound and Complete Invariant-Based Heap Encodings

Program ‘

with Heap

This work

Y

Program with W

(sound & complete)

(Theory of Heaps, TRICERA)

>
> ‘

CHCs + Heaps

\\ Space Invariants
\\ (sound & complete)
6\\% A
0 \\‘90@

KNGS CHCs + Heaps +
KNS Heap Invariants

%/\\ T

(AN
SN

Y
Standard CHC encoding ‘

Unint Preds ‘

(TRICERA / SEAHORN) "

Delete heaé constraints

(sound & ihcomplete)
Y

CHCs
(Standard Theories)
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Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; 1 < N; i++) {

6 cur->next = malloc(sizeof (Node));

7 cur->data = 2; Name Value

8 cur = cur->next;

13 } \ head *
cur—>data = 3; *

11 cur—>next = NULL; cur

12 | *

13 cur = head;

14 while (cur != NULL) { N 3

15 Node n = =*cur;

16 if (n.next != NULL)

17 assert(n.data == 2);

18 else

19 assert(n.data == 3);

20 cur = n.next;

21 }

22|}
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Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; 1 < N; i++) {

6 cur->next = malloc(sizeof (Node)); Name Value
7 cur->data = 2;

8 cur = cur->next; head 1
9| 3 .
10 cur->data = 3; cur

11 cur—>next = NULL; i *
12

13 cur = head; N 3
14 while (cur != NULL) { 1

15 Node n = =*cur; .

16 if (n.next != NULL) .B

17 assert(n.data == 2);

18 else

19 assert(n.data == 3);

20 cur = n.next;

21 }

22|}
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Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; i < N; i++) {

6 cur->next = malloc(sizeof (Node)); Name Value
7 cur->data = 2;

8 cur = cur->next; head 1
9

10 1ur—>data = 3; cur 1
11 cur—>next = NULL; i *
12

13 cur = head; N 3
14 while (cur != NULL) { 1

15 Node n = =*cur; .
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Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4
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Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; 1 < N; i++) {

6 cur—>next = malloc(sizeof (Node)); Name Value
7 cur->data = 2;

8 cur = cur->next; head 1
9

10 1ur—>data = 3; cur 1
11 cur—>next = NULL; i 0
12

13 cur = head; N 3
14 while (cur != NULL) { 1 2

15 Node n = =*cur; .

16 if (n.next != NULL) .B @
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18 else
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Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; 1 < N; i++) {

6 cur->next = malloc(sizeof (Node)); Name Value
7 cur->data = 2;

8 cur = cur—>next; head 1

9

10 1ur—>data = 3; cur 1

11 cur—>next = NULL; i 0
12

13 cur = head; N 3
14 while (cur != NULL) { 1 2 1
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Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4
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Example: A Heap Trace

1|void main(int N) {
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3 Node *cur = head;

4

5 for (int i = 0; 1 < N; i++) {

6 cur—>next = malloc(sizeof (Node)); Name Value
7 cur->data = 2;

8 cur = cur->next; head 1

9

10 1ur—>data = 3; cur 2
11 cur—>next = NULL; i 1
12

13 cur = head; N 3
14 while (cur != NULL) { 1 2 1
15 Node n = =*cur; .

16 if (n.next != NULL) .B @ @
17 assert(n.data == 2);

18 else

19 assert(n.data == 3);

20 cur = n.next;

21 }

22|}

Zafer Esen Sound and Complete Invariant-Based Heap Encodings 17 September 2025 17/29



Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; 1 < N; i++) {

6 cur—>next = malloc(sizeof (Node)); Name Value

7 cur->data = 2;

8 cur = cur->next; head 1

9

10 1ur—>data = 3; cur 2
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Example: A Heap Trace
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Example: A Heap Trace
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Example: A Heap Trace
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Example: A Heap Trace
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6 cur—>next = malloc(sizeof (Node)); Name Value

7 cur->data = 2;

8 cur = cur->next; head 1

9

10 1ur—>data = 3; cur 3

11 cur—>next = NULL; i 2

12

13 cur = head; N 3

14 while (cur != NULL) { 1 2 1 3 2 4
15 Node n = =*cur; . .
16 if (n.next != NULL) .B @ @ .B @ @
17 assert(n.data == 2);

18 else

19 assert(n.data == 3);

20 cur = n.next;

21 }

22|}

Zafer Esen Sound and Complete Invariant-Based Heap Encodings 17 September 2025 17/29



Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; 1 < N; i++) {

6 cur->next = malloc(sizeof (Node)); Name Value

7 cur->data = 2;

8 cur = cur—>next; head 1

9

10 1ur—>data = 3; cur 3

11 cur—>next = NULL; i 2

12

13 cur = head; N 3

14 while (cur != NULL) { 1 2 1 3 2 4 3
15 Node n = =*cur; . .
16 if (n.next != NULL) .B @ @ .B @ @
17 assert(n.data == 2);

18 else

19 assert(n.data == 3);

20 cur = n.next;

21 }

22|}

Zafer Esen Sound and Complete Invariant-Based Heap Encodings 17 September 2025 17/29



Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; i < N; i++) {

6 cur->next = malloc(sizeof (Node)); Name Value

7 cur->data = 2;

8 cur = cur->next; head 1

9

10 1ur—>data = 3; cur 4

11 cur—>next = NULL; i 2

12

13 cur = head; N 3

14 while (cur != NULL) { 1 2 1 3 2 4 3
15 Node n = =*cur; . .
16 if (n.next != NULL) .B @ @ .B @ @
17 assert(n.data == 2);

18 else

19 assert(n.data == 3);

20 cur = n.next;

21 }

22|}

Zafer Esen Sound and Complete Invariant-Based Heap Encodings 17 September 2025 17/29



Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; 1 < N; i++) {

6 cur->next = malloc(sizeof (Node)); Name Value

7 cur->data = 2;

8 cur = cur->next; head 1

9

10 <}:ur—>data = 3; cur 4

11 cur—>next = NULL; i 3

12

13 cur = head; N 3

14 while (cur != NULL) { 1 2 1 3 2 4 3
15 Node n = =*cur; . .
16 if (n.next != NULL) .B @ @ .B @ @
17 assert(n.data == 2);

18 else

19 assert(n.data == 3);

20 cur = n.next;

21 }

22|}

Zafer Esen Sound and Complete Invariant-Based Heap Encodings 17 September 2025 17/29



Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; 1 < N; i++) {

6 cur->next = malloc(sizeof (Node)); Name Value
7 cur->data = 2;

8 cur = cur->next; head 1

9

10 1ur—>data = 3; cur 4
11 cur—>next = NULL; i 3
12

13 cur = head; N 3
14 while (cur != NULL) { 1 2 1 3 2 4 3 4
I I COICD]CR|CD|ED|C
17 assert(n.data == 2);

18 else

19 assert(n.data == 3);

20 cur = n.next;

21 }

22|}

Zafer Esen Sound and Complete Invariant-Based Heap Encodings 17 September 2025 17/29



Example: A Heap Trace

1|void main(int N) {

2 Node *head = malloc(sizeof (Node));

3 Node *cur = head;

4

5 for (int i = 0; 1 < N; i++) {

6 cur->next = malloc(sizeof (Node)); Name Value
7 cur->data = 2;

8 cur = cur->next; head 1

9

10 1ur—>data = 3; cur 1

11 cur—>next = NULL; i 3
12

13 cur = head; N 3
14 while (cur != NULL) { 1 2 1 3 2 4 3 4
I I COICD]CR|CD|ED|C
17 assert(n.data == 2);

18 else

19 assert(n.data == 3);

20 cur = n.next;

21 }

22|}

Zafer Esen Sound and Complete Invariant-Based Heap Encodings 17 September 2025 17/29



First step: Normalization

1|void main(int in) {

2 Node* a = NULL;

3 while (in —> 0) {

4 Node* t = new Node(3, a);
5

6 a=t;

71}

8 while (a) {

9 Node n = *a;

10 assert(n.data == 3);
11 a = n.next;

12 }

13|}

Zafer Esen Sound and Complete Invariant-Based Heap Encodings

O©CoOo~NOOA~WN =

void main(int in) {

int a = 0;

while (in —> 0) {
int t = alloc();
write(t, Node(3, a));
a=t,;

}

while (a) {
Node n = read(a);
assert(n.data == 3);
a = n.next;

}
}
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Second step: Inroduce auxiliary variables

O©CoOo~NOOAWN =

Zafer Esen Sound and Complete Invariant-Based Heap Encodings

void main(int in) {
int a = 0;
while (in —> 0) {
int t = alloc();
write(t, Node(3, a));
a=t;
}
while (a) {
Node n = read(a);
assert(n.data == 3);
a = n.next;
}
}

O©Coo~NOOAWN =

unsigned int cnt = 0;
unsigned int cnt_alloc = O;
Node last = x*;
int last_addr = *;
int inG;
void main(int in) {
inG = in;
int a = 0;
while (in —> 0) {
int t = alloc();
write(t, Node(3, a));
a=t;
}
while (a) {
Node n = read(a);
assert(n.data == 3);
a = n.next,;
}
}

17 September 2025

19/29



Last step: Define read and write (R-Encoding)

©CoOoO~NOOTA~WN =

Zafer Esen Sound and Complete Invariant-Based Heap Encodings

unsigned int cnt = 0;
unsigned int cnt_alloc = O0;
Node last = =

int last_addr = x;

int inG;

void main(int in) {
inG = in;
int a = 0;
while (in —> 0) {
int t = alloc();
write(t, Node(3, a));
a=t,;

while (a) {
Node n = read(a);
assert(n.data == 3);
a = n.next;

}
}

20

R(int in, int cnt_r, Node n);

Node read(int p) {
Node result;

++cnt
if (last_addr == p) {
assert (R(inG, cnt, last));
result = last;
} else {
result = «*;
assume (R(inG, cnt, result));
}

return result;

}

void write(int p, Node v) {
if (last_addr == p &&
0 < p <= cnt_alloc)
last = v,

}
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Example: R-Encoding Execution (last_addr = 1)

1|void main(int N) {

2 int head = alloc();

3 int cur = head;

4

5 for (int i = 0; i < N; i++) { Name Value
6 writeNode(cur, 2, alloc()); *
7 Node n = read(cur); head )
8 cur = n.next; cur

9 } i *
10 writeNode(cur, 3, 0);

11 N 3
12 cur = 1(1ead;| 0 | last *
13 while (cur !=

14 Node n = read(cur); last_addr 1
15 if(n.next != 0) R {}
16 assert(n.data == 2);

17 else

18 assert(n.data == 3);

19 cur = n.next;

20 }

21|}
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Example: R-Encoding Execution (last_addr = 1)
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21|}

for (int i = 0; 1 < N; i++)
writeNode(cur, 2, alloc());

)s
)s

Name Value
head 1
cur 1
i 0
N 3
last Node(2,2)
last_addr 1
R {(1, Node(2,2))}
1 2 1
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Meanwhile, in another execution. .. (last_addr = 2)

1|void main(int N) {

2 int head = alloc();

3 int cur = head;

4

5 for (int i = 0; 1 < N; i++) Name Value

6 writeNode (cur, 2, alloc()); *

7 Node n = read(cur); head .

8 cur = n.next; cur

13 ! ( 3, 0) I )
writeNode (cur, s N

11 N 3

12 cur = 1(1ead;| 0 | last *

13 while (cur !=

14 Node n = read(cur); last_addr 2

15 if(n.next != 0) R {(1, Node(2,2))}

16 assert(n.data == 2);

17 else

18 assert(n.data == 3);

19 cur = n.next;

20 }

21|}
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Meanwhile, in another execution. .. (last_addr = 2)

©CoOoONOOOTA~WN =

21|}

void main(int N) {

int head = alloc();
int cur = head,;

for (int i = 0; 1 < N; i++) {

writeNode (cur, 2,
Node n = read(cur)
cur = n.next;

}

alloc());

writeNode (cur, 3, 0);

cur = head;
while (cur != 0) {

Node n = read(cur);

if (n.next != 0)
assert(n.data ==
else
assert(n.data ==
cur = n.next,;

}

Name Value
head 1
cur 2
i 1
N 3
last Node(2,3)
last_addr 2

R {(1, Node(2,2)), (2, Node(2,3))}

1

aw,

2 1 3 2
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Meanwhile, in another execution. .. (last_addr = 2)

void main(int N) {
int head = alloc();
int cur = head,;

for (int i = O;
writeNode (cur, 2,
Node n = read(cur)
cur = n.next;

}

©CoOoONOOOTA~WN =

i< Ny i++) {

alloc());

10 writeNode (cur, 3, 0);

12 cur = head;

13 while (cur != 0) {
14 Node n = read(cur);
15 if (n.next != 0)

16 assert(n.data ==
17 else

18 assert(n.data ==
19 cur = n.next;

20 }

21|}

Name Value
head 1
cur 1
i 3
N 3
last Node(2,3)
last_addr 2

R {(1, Node(2,2)), (2, Node(2,3))}

1

aw,

2

C

1

Gl

3

)

2 4 3 4

G| |CED |G
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Across all executions

ch|cb|ab || a |

last addr =1

last_addr = 2 s

last_addr =4

R={(1.12.2]). (2, [2.3]), (3, [2:4]), (4, [2,2]), (5, [2,3]).(6, [2,4]), (7, [3,0])}
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Across all executions

\

1

G

last addr =1

last_addr =4 . R#7

R={(1,122]), (2, [2.3]), (3, [2,4]), (4, [2,2]), (5, [2,3]).(6, [2,4]), (7, [3,0])}
R(N,cnt,n) = (N <O0Acnt=1An.next=0 A n.data = 3)
vV (N>0A((ent < NAn.next=cnt+1)
vV (N <cnt <2N A n.next=cnt— N+ 1A n.data=2)
V (ent = 2N+ 1 A n.next = 0 A n.data = 3))).
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Other Encodings

p statement Encrywn(p) statement Encrwmem(p) statement
x := read(p) cnt := cnt+1; cent = cent+1;
if =(0 < p < cntapec) {assert(0)};
if lastaqggr = p then { if lastaqggr = p then {
assert(R(in,cnt, cntg));  assert(R(in, cnt, cntjzet));
t == cntgst t == cntjast
} else { } else {
havoc(t); havoc(t);
assume(R(in, cnt, t)) assume(R(in, cnt, t))
b b
havoc(x); havoc(x);
assume(W(in, t, x)); assume(W(in, t, x));
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Experimental Results

Tool Encoding Safe (Correct) Unsafe (Correct Unknown Total
PREDATORHP None 7(7) 5 20
TRICERA None 4 (4) 8 20
CPACHECKER None 4 (4) 4 20
SEAHORN None 3 (3) 0 20
SEAHORN RW-fun 11 (11) 1 20
TRICERA RW-fun 11 (11) 1 20
TRICERA R 6 (6) 6 20
TRICERA RW 6 (6) 6 20
SEAHORN R 7(7) 1 20
SEAHORN RW 2(2) 0 20
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Making Input Programs Deterministic
The encoding only works for deterministic programs.

1
2

3

4

5

6

7

8| void main() {
9 [...]

11 Node node
12 [ ]

13 }

14 [ ]

15|}

10 whiie (nondet_int ()) {

= nondet_Node ();

O©oOo~NOOAWN =

/*
Inputs :
— Node arr_Node/[]
- int arr_int[]
*/
int i_int = 0;
int i_Node = 0
void main() {
[...]
while (arr_int[i_int++]) {
Node node = arr_Node[i_Node++];
[...]
}
[...]
}

Implemented in the Clang-based preprocessor of TRICERA.
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Conclusion & Future Work

Preliminary experiments: input programs were normalized by hand.
Ongoing work to implement the fully automated approach in TRICERA'2.

“Sound and Complete Invariant-Based Heap Encodings (Technical Report)”,
Z. Esen, P. Rummer, T. Weber. https://arxiv.org/abs/2504.15844 (under
submission).

"https://github.com/uuverifiers/tricera
https://github.com/EuroProofNet/ProgramVerification/wiki/TriCera
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Conclusion & Future Work
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Program with
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(Theory of Heaps, TRICERA)"

‘ Standard CHC encoding ‘
‘ (TRICERA / SEAHORN) "

CHCs + Heaps

\\ Space Invariants
.. (sound & complete)

/“‘o(/ %% v
This work K2 % \@ CHCs + Heaps +
(sound & complete) o . ?% Heap Invariants

%) | ,
N Delete heag constraints
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Conclusion & Future Work

Program ‘
(with Heap / Arrays)

:‘ CHCs + Heaps
(Theory of Heaps, TRICERA) ‘ P

. . -
N Space Invariants 2
N (sound & complete) ©
. 9
% \\% \ a
2% <!
This work KRN CHCs + Heaps + 5
LGS (]
(sound & complete) NN Heap Invariants =)
Oy~ ’7/ o
NG 3
O/@ N T =
~ ! . =.
. E Delete heap constraints 2
Lift the approach to CHCs. . (sound & ibcomplete) g
4
Program with w Standard CHC encoding ‘ CHCs
Unint Preds ‘ (TRICERA / SEAHORN) " (Standard Theories)
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Conclusion & Future Work

Program Instrumentation P ‘
rogram
(sound & weakly complete) 9
simplify specs

» CHCs + Heaps

(with Heap / Arrays) | (Theory of Heaps, TRICERA)

. . I
AN Space Invariants o
.o (sound & complete) °
NN\ \ 3
)
(S\O(//)\s OQ §
CANCS CHCs + Heaps + 3
AN Heap Invariants =
N % g
- AN

Combine approaches: e.g., /@@\ ! . )
invariant-based encodings + Delete heap constraints 2
program instrumentation + N (sound & ihcomplete) 9*

static analyses, ... 4 A4

CHCs

(Standard Theories)
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Thank you!
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Example Transformation (Space / Heap Invariants)

ri(h,a) «+ h = emptyHeap A a = nullAddr (1)
r(H,d) + ri(h,a) A n= Node(3,a) A (H,a) = allocate(h, n) )
1(d,n) < ri(h,a) A n= Node(3,a) A (H,ad) = allocate(h, n) (3)
rz(h,a) < n(h, a) (4)
ra(h,d) < ra(h,a) A n=read(h, a) A a # nullAddr A

a = next(n) A valid(h,a) A I(a,n) (5)

ra(h,d) < ra(h,a) A n=read(h, a) A a # nullAddr A
a = next(n) A n = defObj A —valid(h, a) (6)

1 < ra(h,a) A n=read(h, a) A a # nullAddr A
data(n) # 3 A valid(h, a) A I(a, n) (7)

1« r(h,a) An=read(h,a) A a+# nullAddr A
data(n) # 3 A n = defObj A —valid(h, a) (8)
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Correctness of Heap Invariants Transformation

Safety of a program with uninterpreted predicates

A program is safe if there exists an interpretation under which no execution leads to an
assertion failure.

p: original program, p’: transformed program
@ Soundness: p’ is safe = p s safe. (or equivalently: p is unsafe — p’ is unsafe.)
@ Completeness: pis safe — p' is safe.

Formal proofs via transfinite induction over the fixed-point semantics of CHCs.
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Extensions:

Flow Sensitivity

//

//

//

//

1| Node* a = NULL;

2 |while (nondetInt()) {

3 Node* t = new Node(3, a);

4 assert(I(t, Node(3, a), 1));
5 *t.data = 4;

6 assert(I(t, Node(4, a), 2));
7 a=t;

8

9 |while (a) {

10 Node n = =a;

11 int lastWrite = «;

12 assume(I(a, n, lastWrite));
13 assume (lastWrite == 2);

14 assert(n.data == 4);

15 a = n.next;

16|}

update site 1

update site 2

nondet

only updates from 2 reach here
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Related Work (Heap Reasoning)

@ Global heap reasoning

» Shape analysis (abstraction of entire heap)
» Directly solving universally quantified Horn clauses (Bjerner et al., 2013)
» Cell morphing — reducing CHCs + arrays to CHCs over ints (Monniaux et al., 2016)
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Related Work (Heap Reasoning)

@ Global heap reasoning
» Shape analysis (abstraction of entire heap)
» Directly solving universally quantified Horn clauses (Bjorner et al., 2013)
» Cell morphing — reducing CHCs + arrays to CHCs over ints (Monniaux et al., 2016)

@ Local heap reasoning
» Separation logic and the flow framework
» Refinement/Liquid types (embed invariants into types)
» Invariant-based heap encodings
* Space invariants (Kahsai, Kersten, Rimmer and Schéaf, LPAR, 2017)
* Heap invariants (Esen, RUmmer and Weber, FSEN, 2025)
* Sound and complete invariant-based heap encodings
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Functions & Predicates of the Theory

nullAddr : () — Address
emptyHeap : () — Heap
allocate : Heap x Object — Heap x Address
read : Heap x Address —  Object
write : Heap x Address x Object — Heap
valid : Heap x Address — Bool
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Example Encoding Using the Theory

i Nodex list
> list =>next

new Node(0, NULL);
new Node(list —>data + 1, NULL);

1 ‘ I1(emptyHeap).
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Example Encoding Using the Theory

i Nodex list
> list =>next

new Node(0, NULL);
new Node(list —>data + 1, NULL);

1 |I1(emptyHeap).
2 |I2(ar._1, ar._2) :- I1(h),
3 ar = alloc(h, Node(0O, nullAddress)).
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Example Encoding Using the Theory

+ Node+ list
> list =>next

new Node(0, NULL);
new Node(list —>data + 1, NULL);

I1(emptyHeap).
I2(ar._1, ar._2) :- I1(h),
ar = alloc(h, Node(0O, nullAddress)).

arowON—=

I3(h, list, n) := I2(h, list), n = read(h, list).
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Example Encoding Using the Theory

+ Node+ list
> list =>next

new
new

Node (0, NULL);
Node( list —>data + 1, NULL);

I1(emptyHeap).
I2(ar._1, ar._2)

I3(h, list, n)
false

No o~ owN =

I1(h),
ar = alloc(h, Node(0O, nullAddress)).

I2(h, list), n =
12(h, list),

read(h, list).
lvalid(h, list).
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Axioms of the Theory

read-over-write
valid(h, p) = read(write(h, p,0),p) = 0
p1 # po = read(write(h, p1, 0), p2) = read(h, p2)

Other axioms and details in Paper |.
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Experiments / SV-COMP 2022 Results

Heap Benchmarks

Tool Solved
VERIABS 304
ESBMC-KIND 171
SYMBIOTIC 164
LART 120
CsMC 116
PESCO 112
CPACHECKER 104
CRUX 103
TRICERA (portfolio) 97
TRICERA (ELDARICA-array) 85
VERIFUZzz 71
UKoJAK 67
UAUTOMIZER 67
UTAIPAN 65
TRICERA (Z3/SPACER) 60
2Ls 56
TRICERA (ELDARICA-heap) 48
GRAVES-CPA 48
GOBLINT 27
THETA 17

Non-Heap Benchmarks

Tool Solved
VERIABS 1246
CPACHECKER 1136
TRICERA (portfolio) 1109
GRAVES-CPA 1078
TRICERA (ELDARICA) 1058
PESCO 1042
UAUTOMIZER 914
UTAIPAN 896
SYMBIOTIC 881
ESBMC-KIND 864
LART 738
CRUX 720
TRICERA (Z3/SPACER) 713
CsMmC 707
2Ls 693
VERIFUZzZ 515
UKOoJAK 499
THETA 390
GOBLINT 180
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Heap Invariants Transformation Rules (A Subset)

head <+ body A hy = write(hy, a, 0)

: (write)
head <+ body A hy = write(hy, a, 0)

I(a, 0) < body A valid(hy, a)

head + body A o = read(h, a)

: (read)
head + body A o = read(h, a) A valid(h, a) A I(a,0)

head + body A o =read(h, a) A o = defObj A —valid(h, a)
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