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Context



The blockchain explosion

from cryptocurrencies to omni-present distributed apps
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blockchain as a global computer

Services available via Contracts

• Scripts ready to run on real-time on a blockchain

• Eliminate central authorities – fully distributed peer-to-peer

• All parties accountable
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Smart Contracts everywhere
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Problem



Exploitable vulnerabilities

Code is law, so bugs are features
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Goal



The case for generating correct-by-construction code

Turing award in 1972: “The
humble programmer”

“If debugging is the process of
removing bugs from the code,
programming must be the process
of putting them there!”

The Verified Software Initiative

“We propose an ambitious and
long-term research program toward the
construction of error-free software
systems.”
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https://amturing.acm.org/award_winners/dijkstra_1053701.cfm
https://dl.acm.org/ft_gateway.cfm?id=1283927&type=pdf
https://dl.acm.org/ft_gateway.cfm?id=1283927&type=pdf


Our (modest) goal: from models to code

Contribute with modelling tools and suitable programming
abstractions

• State-Machines via Lightweight (graphical) annotations

• Sound code generation from scribbled specifications

• Verification of compliance at compile-time
when the developer changes the code directly 7



How difficult is the situation now?

“Someone forgot an if statement” – really?!

Isn’t it a problem of lack of abstractions?

Sender and receiver should be different roles,
with different permissions
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What’s out there that can help?



On Smart Contracts and State Machines

From the Solidity documentation

So, a smart contract looks like

• a choreographic model
global specification determining enabled actions along the
protocol

• a typestate (declares non-uniform component behaviour)
“reflects how the legal operations ... can change at runtime as
their internal state changes.”
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From the Microsoft Azure Blockchain Workbench

No attempt to be formal...

https://github.com/Azure-Samples/blockchain/blob/master/blockchain-workbench
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https://github.com/Azure-Samples/blockchain/blob/master/blockchain-workbench


From the Microsoft Azure Blockchain Workbench

Code snippet is bugged: AcceptOffer does not check the state
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Our proposal: Data-Aware Finite
State Machines



Ingredients for a model to cope with the scenario

a global specification to

• coordinate distributed components

• declare how actions are enabled along the computation

• not force component cooperation

A Data-Aware FSM (DAFSM) c

on state variables u1, . . . , un is deployed by participant p:

and has transitions like
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Back to the Azure Workbench example
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Can we tackle all the Azure Workbench examples?

ICI Inter-contracts interactions
BI and PP New participants By-Invocation or Parameter Passing
RR and MPR Role Revocation and Multiple Participant Roles 14



Not all DAFSMs make sense

Names’ freeness

Role emptyness

No progress
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TRAC: model and ensure well-formed DAFSMs

Paper and Artefact at Coordination’24

https://github.com/loctet/TRAC
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https://github.com/loctet/TRAC


Concluding



The role of a choreographic model

Smart Contracts: code is law, bugs are features

How to make sure to deploy correct ones and defend them from
exploits?

• Automatically get correct-by-construction ones

• Protect from malicious clients blocking insidious requests
(using monitors, for instance)

Our contribution

• A model for global choreographies: Data-Aware Finite State
Machines

• A tool to define and check their well-formedness: TRAC

• A prototype to generate Solidity code
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Thanks!

For now...
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